Security Research

There are many best practices for Security. Help curate resources for the community.

Tools

Tor

® Security in a box guide to using Tor
Surveillance Self-Defense: Defensive Technology
The Guardian Project
Mozilla Firefox Privacy -Security Add-ons

® Security in a box guide to Firefox security add-ons
Privacy script: a virtual machine that works like a live cd. It provides a minimalist linux desktop, but nothing you do persists. If you reboot,
you start on a clean installation.
Collusion (Mozilla Firefox add-on). Track who is tracking you
Open Web Application Security Project (multiple languages).
Report unavailable websites with Herdict

Other Resources:

SaferMobile (via MobileActive)
Access Now
® Defense Against Denial of Service Guide (DDOS) (Mulitple Languages)
® Protecting your Security Online (Multiple Languages)
® Additional Policy Activism Resources
® Digital Security and Privacy for Human Rights Defenders(via Frontline Defenders)
New Tactics in Human Rights
® Being Well and Staying Safe: Resources for human rights defenders(June 2011)
® Staying Safe: Security Resources for Human Rights Defenders (July 2010)
® Well-Being Security for Defenders
Security in-a-Box (Multiple languages)
® How to remain anonymous and bypass censorship on the Internet
® How to protect your information from physical threats
Resources for Online Anonymity, Encryption and Privacy from Herdict
SMS Privacy Tips for Election Monitoring And More
Non Violent Struggle -- 50 Crucial Point (Multiple Languages)
Hints and Tips for Whistleblowers
WARNING: Social media is dangerous (via Meedan)
Skype security weaknesses could endanger vulnerable users
Organize on Facebook Securely (via Movements)
Open Net Initiative (series)
The World's 7 Worst internet Censorship offenders
Network 23


https://www.torproject.org/
https://securityinabox.org/en/tor_main
https://ssd.eff.org/tech
https://guardianproject.info/
https://addons.mozilla.org/en-US/firefox/extensions/privacy-security/
https://securityinabox.org/en/firefox_main
https://github.com/ushahidi/dpr
http://collusion.toolness.org/
https://www.owasp.org/index.php/Main_Page
http://www.herdict.org/explore/indepth
http://www.mobileactive.org/mobile-security-survival-toolkit-activists
https://www.accessnow.org/
https://www.accessnow.org/policy-activism/press-blog/defense-against-denial-of-service-guide
https://www.accessnow.org/pages/protecting-your-security-online
https://www.accessnow.org/policy-activism/docs
http://www.frontlinedefenders.org/digital-security
http://www.newtactics.org/
http://www.newtactics.org/en/dialogue/being-well-and-staying-safe-resources-human-rights-defenders
http://www.newtactics.org/en/blog/new-tactics/staying-safe-security-resources-human-rights-defenders
http://www.newtactics.org/en/well-being-security-for-defenders
http://www.tacticaltech.org/securityinabox
https://securityinabox.org/en/chapter-8
https://securityinabox.org/en/chapter-2
http://blogs.law.harvard.edu/herdict/2012/05/07/resources-for-online-anonymity-encryption-and-privacy/
http://openideals.org/2010/05/05/sms-privacy-for-election-monitoring/
http://www.usip.org/publications/non-violent-struggle-50-crucial-points
http://ht4w.co.uk/
http://blog.meedan.net/2011/03/02/warning-social-media-is-dangerous-heres-how-you-can-reduce-the-risks/
http://www.guardian.co.uk/technology/2011/mar/16/skype-security-weaknesses-vulnerable
http://www.movements.org/how-to/entry/organize-on-facebook-securely/
http://access.opennet.net/
http://www.globalpost.com/dispatches/globalpost-blogs/rights/the-worlds-7-worst-internet-censorship-offenders
https://network23.org/
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